Bearwood College
Wokingham
Berkshire RG41 5BG
Tel: 0118 974 8300 Fax: 0118 977 3186

ICT ACCEPTABLE USE
POLICY

Bearwood College is committed to safeguarding andpting the welfare of children and young peopid expects all staff,
volunteers, pupils and visitors to share this commant.

All outcomes generated by this document must takeunt of and contribute to safeguarding and prergdhe welfare of children
and young people at Bearwood College.

The Bearwood College Policy Documents are revisetpaiblished periodically in good faith. They arevitably subject to
permanent revision. On occasions a significarsien, although promulgated within College sepdyat@ay have to take effect
between the re-publication of the entire set ofdydDocuments. Care should therefore be takemsare, by consultation with the
Senior Management Team, that the details of anigyPDlocument are still effectively current at atgardar moment.

While this current Policy / Procedure may be reférto elsewhere in Bearwood College documentatioludling particulars of
employment, it is non-contractual.

Authorised by the Headmaster on behalf of the Guwsr, following Resolution by the Board in Janu2@i 2
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ICT ACCEPTABLE USE POLICY

RESPONSIBLE INTERNET USE

General Observations

In this document, where relevant, the term “pareeftéers to any person exercising or
having been delegated a parental responsibility,tha term “internet” includes intranet
and other relevant systems.

The statutory curriculum requires scholars to |dasw to locate, retrieve and exchange
information using ICT. In delivering the curricahy teachers need to plan to integrate
the use of communications technology such as webebgesources and email. Computer
skills are vital to access life-long learning amdptgoyment; indeed we must consider ICT
a life-skill.

Most technologies present risks as well as benefitdernet use for home, social and

leisure activities is expanding and being usedlbgeators of society. This brings young
people into contact with a wide variety of influescsome of which could be unsuitable.

Rulesfor Scholars

The College computer system provides internet acd¢esscholars and staff. This
“Responsible Internet Use” statement is intendetidip protect scholars, staff and the
College by clearly summarising what is acceptahbt&wahat is not.

» Access must only be made via the user's authoaseount and password, which
must not be given to any other person.

» College computer and internet use must be apptepidathe scholar's education
or to staff professional activity.

« Copyright and intellectual property rights mustrespected.
e Users are responsible for email they send anddotacts made.

« Email should be written carefully and politely. Asessages may be forwarded,
email is best regarded as public property.

* Anonymous messages and chain letters must notnbe se
* The use of public chat rooms is not allowed.

e The College ICT systems may not be used for privaigooses, unless the
Headmaster has given previous written permissiothfat use.
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* Use for personal financial gain, gambling, politiqaurposes or advertising is
forbidden.

* The security of ICT systems must not be compromisdtether owned by the
College or by other organisations or individuals.

* Irresponsible use may result in the loss of inteaceess.

The College may exercise its right by electroni@anseto monitor the use of the College's
computer systems, including the monitoring of wibss the interception of emails and
the deletion of inappropriate materials in circuanses where it believes unauthorised
use of the College's computer system is or maykiad place, or the system is or may
be being used for criminal purposes or for stot@g or imagery which is unauthorised
or unlawful.

If any scholar or member of staff is responsiblegosting material on the internet (eg
using sites such as Youtube, Facebook etc) witherrhission, and the material relates to
the College, any member of staff or any membehefsicholar body, he/she may be liable
to disciplinary action.

Scholars and staff are reminded that:

e mutual respect and courtesy should be the hallmiak persons within or
associated with Bearwood College at all times arallicircumstances

» other than in certain regulatory circumstancespkeh may be named and/or
depicted only with ‘parental consent’

» defamatory and/or libellous material directed peeson published on the internet
is illegal

» defamatory and/or libellous material directed atrestitution published on the
internet is illegal

All scholars and staff should therefore seek pesiorsfrom the Headmaster before
considering posting any relevant material on theriret.

3G Cards

Use of 3G cards and similar devices to access rharnet is subject to the same
constraints as the use of mobile phones:

A scholar may not use such a device:

e inclass
e in any similar formal or organised situation, sugh prep or games session,
Chapel, meals etc

If they are found to used during lessons, actisjtier prep, the card will be confiscated
and kept for three days and then returned or sentehto parents /guardians with a
covering letter.
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Scholars are reminded that the same requirementedponsible and safe use of the
internet applies when accessing the internet @& &ard as by the College system.

Mobile Telephones and Portable Entertainment Devices

Mobile telephones offer an important potential neeahimmediate communication for

scholars, especially in emergency situations orevblieey may need to seek assistance or

support. The College is nevertheless mindful efdlverse and even contradictory

scientific advice on the possible medical effedtthe use of mobile telephones. The

decision on whether a scholar may or may have ®tteerefore exclusively a matter for

the scholar’s parent or guardian.

Portable Entertainment Devices (iTouch, MP3 playetslets etc) are popular

possessions and the College has no desire to dhnlass’ enjoyment of them. However,

the College does not allow their use, which wowddistracting:

* inclass

e in any similar formal or organised situation, sasha Prep or games session, Chapel,
meals etc

If a scholar brings a mobile telephone into Colldggshe must notify his/her
Houseparent at the earliest opportunity, and gineher the telephone number.

A scholar may not use his/her mobile telephone:

* inclass

e in any similar formal or organised situation, sasha Prep or games session, Chapel,
meals etc

The standard College sanction for using a mobiéptene or similar portable

entertainment device, in an inappropriate locatintime, is to confiscate the item for

three days.

The mobile telephone may be confiscated and reflimearents/guardians if it is
misused, used in a manner contrary to instructiwnssed for delivering or knowingly
receiving unacceptable voice or text messages ages

HMMs may make suitable arrangements for the praparagement of mobile telephones
and portable entertainment devices in House, imatudfter Lights Out in boarding
houses.

Each scholar is solely responsible for the safatysecurity of his/her own mobile
telephone and portable entertainment devices.

The College reserves the right to forbid the pagsasof a mobile telephone or portable
entertainment devices by a scholar for a specditog of time.
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INTERNET POLICY (SCHOLARY)

CorePrinciples of Internet Safety

The internet is becoming as commonplace as thphefe or TV and its effective use is
developing into an essential life-skill. Regrelyahunmediated internet access brings
with it the possibility of scholars being placed mlacing themselves in embarrassing,
inappropriate and even dangerous situations. Acyad$ required to help to ensure
responsible use and the safety of scholars.

The Bearwood College Internet Policy (Scholarshislt on the following five core
principles:

1 Guided educational use

Significant educational benefits should result fr@orriculum internet use including
access to information from around the world andabiities to communicate widely and
to publish easily. Internet use should be plantesk-orientated and educational within a
regulated and managed environment. Directed awdessful internet use will also
reduce the opportunities for activities of dubiewth.

2 Risk assessment

21% Century life presents dangers including violemaejsm and exploitation from which
children and young people need to be protectedthdtsame time they need to learn to
recognise and avoid these risks — to become "ietevise”. Colleges need to ensure they
are fully aware of the risks, perform risk assesgsiand implement a policy for internet
use. Scholars need to know how to cope if theyecaamoss inappropriate material.

Accordingly, assessments of the risks in intermekeas by young persons in classes, the
Library, public access points and in Houses aresrtaklen.

3 Responsibility

Internet safety depends on staff, governors, adsjigearents, guardians and, where
appropriate, the scholars themselves taking redpbtys for the use of internet and
associated communication technologies. The balaateeen education for responsible
use, regulation and technical solutions must bggddcarefully.

4 Regulation

The use of a limited and expensive resource, whighgs with it the possibility of
misuse, must be regulated. In cases access vathieges must simply be denied, for
instance unmoderated chat rooms present immedatgeds and are usually banned.
Fair rules, clarified by discussion and prominentisplayed help scholars make
responsible decisions.

5 Appropriate strategies

This document is based on strategies to help tarengsponsible and safe use, which
must limit access, develop responsibility and gusigholars towards educational
activities. There are no straightforward or tgtadffective solutions and staff, parents,
guardians and the scholars themselves must reraiant.
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Policy rationale

Our Internet Policy has been written by the Collegigh special contributions from the
IT Department, building on the Kent NGfL policy agdvernment guidance. It has been
agreed by the Senior Management and approved bgréons. It is reviewed annually.

The Internet is an essential element iff Zkntury life for education, business and social
interaction. The College has a duty to provideotats with quality internet access as
part of their learning experience.

The purpose of internet use in College is to radeacational standards, to promote
scholar achievement, to support the professionalkkwal staff and to enhance the
College's management information and business asknaition systems.

Internet use is a part of the statutory curriculang an increasingly necessary tool for
scholars.

Benefits of using the internet in education inctude

access to world-wide educational resources inciudinseums and art galleries

* inclusion in government initiatives such as theidtl Grid for Learning (NGfL)
and the Virtual Teacher Centre (VTC)

* educational and cultural exchanges between schetaid-wide
* cultural, vocational, social and leisure use indries, clubs and at home
e access to experts in many fields for scholars &aiftl s

» staff professional development through access ttiomal developments,
educational materials and good curriculum practice

e communication with support services, professiosabaiations and colleagues

* improved access to technical support including temeanagement of networks

exchange of curriculum and administration data \gakiernment bodies

Internet access is an entitlement for scholars whow a responsible and mature
approach to its use.
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Policy Statements

1. The College internet access is designed expresslgcholar use and includes
filtering appropriate to the age of scholars.

2.  Scholars are taught what is acceptable and whabtisacceptable and given
clear objectives for internet use.

3. Internet access is planned to enrich and extenchifep activities. Access
levels are reviewed to reflect the curriculum regonents and age of scholars.

4. Staff guide scholars in on-line activities thatlwsiipport the learning outcomes
planned for the scholars' age and maturity.

5.  Scholars are educated in the effective use ofritexriet in research, including
the skills of knowledge location and retrieval.

6. Scholars are taught to be critically aware of tretemals they read and shown
how to validate information before accepting itswacy.

7. Scholars are taught to acknowledge sources of nrdton and to respect
copyright when using internet material in their owork.

8.  Scholars may only use approved email accountsegtilege system.

9.  Scholars must immediately tell a teacher if thegenee offensive email.

10. Scholars must not reveal details of themselvestloers, such as address or
telephone number, or arrange to meet anyone inl egramunication.

11. Access in College to external personal email actsoomay be blocked.

12. Excessive social or non-educational email use ngerfere with learning and
may be restricted.

13. Email sent to an external organisation must betevricarefully and authorised
before sending, in the same way as a letter wridte@ollege headed paper.

14. The forwarding of chain letters is banned.

15. The point of contact on the web site is the Collagdress, College email and
telephone number. Staff and scholars' home infoomaand other personal
details of anyone associated with the College masbe published.

16. Web site photographs that include scholars arecteglecarefully and include
only those for whom consent for photographic useugent at the point of
publication.

17. The Headmaster or nominee takes overall editoegpaonsibility and ensures
content is accurate and appropriate.
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18.

19.

20.

21.

22.

23.

24.

25.

26.

27.

28.

29.

30.

The copyright of all web or other electronic madéoriginating in the College
belongs to the College, or is otherwise attributed the owner where
permission to reproduce has been obtained.

Scholars are not allowed access to public or unaggni chat rooms.

The decision about what internet sites are avalablCollege will be reviewed
periodically by HMMs and scholars (through the €g# Council). The
decision will be influenced by what is a useful appropriate (academic and
pastoral) use of a specifically school facility atie ability of the College
hardware to support the use.

The College keeps a record of all staff and sckoldno are granted internet
access. The record is kept up-to-date, for ingt@animember of staff leaving or
the withdrawal of a scholar's access.

Parents are informed that scholars are provided apipropriately supervised
internet access.

Scholars are required to apply for internet aceedwidually by agreeing to
abide by the “Responsible Internet Use” document.

Parental consent is dealt with in the Parental aoht

In common with other media such as magazines, bawitk video, some
material available via the internet is unsuitaloledcholars. The College takes
all reasonable precautions to ensure that useess@mnly appropriate material.
However, due to the international scale and linkatlire of internet content, it
is not possible to guarantee that unsuitable natevill never appear on a
College computer. The College therefore does moe@ liability for the
material accessed, or any consequences of intecoess.

Scholars are taught that the use of computer sgstathout permission or for
inappropriate purposes may constitute a criminfdnafe under the Computer
Misuse Act 1990.

Methods to identify, assess and minimise riskseveewed regularly by the IT
Department, reporting to the Headmaster.

If scholars discover unsuitable sites, the URL (ads) and content must be
reported to the Headmaster, who will consider i§ iappropriate to inform the
Internet Service Provider.

Senior staff ensure that regular checks are madeotdirm that filtering
methods selected are appropriate, effective arsbnedole.

Any material that the College believes is or mayillegal is referred to the
appropriate authority.
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31. Filtering strategies are selected by the Collegdiscussion with the filtering
provider where appropriate. Where possible, tleriing strategy is selected to
suit the age and curriculum requirements of th@lseh.

32. Rules for internet access are posted near all cianpystems.

33. Scholars are informed that Internet use is morutore

34. A module on responsible Internet use is includedhim PSHE programme
covering both College and home use.

35. All scholars are required to accept the terms ef'Responsible Internet Use'
statement before using any internet resource ifegel

36. The College ICT systems are reviewed regularly wetjard to security.

37. Virus protection is installed and updated regularlycholars are required to
observe virus protection procedures and disciplines

38. Unapproved system utilities and executable files rast allowed in scholars'
work areas or attached to email.

39. Files held on the College's network are regulahnkoked.

40. College responses to inappropriate scholar intereeimay include:

a. interview/counselling by the Houseparent
b. parents
c. of internet or computer access for a period, whdohld prevent
access to College work held on the system, incluéxamination
coursework
d. sanctions
Offensive, inappropriate or illegal use of anyystem may result in a scholar
being required to leave the College.

41. Advice on filtering systems and educational andue? activities that include
responsible use of the internet is available te

42. A stock of relevant leaflets from organisationstsas BECTa, PIN and NCH
Action for Children is maintained in the Library.
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GUIDANCE: STAFF USE OF PERSONAL MOBILE TELEPHONES

The free distribution of staff personal mobile pdlene numbers to scholars, and the use
of staff personal mobile telephones for non-cruca@hmunication with scholars, may
potentially result in difficulties for both stafhd scholars, whether texting or speaking,
either through misinterpretation of, or misuse lom part of either party.

Staff are accordingly advised that, if communicatoy mobile telephone is necessary,
then:
* in the normal course of events, they are to usg Gollege phones
o “the normal course of events” includes academicrandt pastoral
requirements
* in the normal course of events, communication shoatur only during normal
working hours
e only in a genuine emergency, or for a crucial mateh an immediate Child
Protection reason, should staff use their persomwdiile telephones

Staff are thanked for their willingness to use ttipgirsonal mobile telephones in an
emergency.

Note:

It may be sensible when on a ‘trip’ to collect aheslars’ numbers so that they can be
phoned if there is a problem. It could also bé sheh a phone call could be made using
another scholar’'s phone (with their permissiori)such a system is to be employed it
should be included in the risk management systertise risk assessment documentation
on the trips form.

Staff are reminded that once he/she has phondaodasthen his/her number is
automatically available to the scholar.

Bearwood College is committed to safeguarding andpting the welfare of children and young peopld expects all staff,
volunteers, pupils and visitors to share this commant.

All outcomes generated by this document must takeunt of and contribute to safeguarding and prorgdhe welfare of children
and young people at Bearwood College.

The Bearwood College Policy Documents are revisetpablished periodically in good faith. They arevitably subject to
permanent revision. On occasions a significarisien, although promulgated within College sepdyat@ay have to take effect
between the re-publication of the entire set ofdydDocuments. Care should therefore be takemsare, by consultation with the
Senior Management Team, that the details of anigy?’Dlocument are still effectively current at atpardar moment.

While this current Policy / Procedure may be reférto elsewhere in Bearwood College documentaitiaiyding particulars of
employment, it is non contractual.
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